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Officials and technology companies have suggested that contact tracing may be accomplished

more quickly and easily with the assistance of digital tools. Forexample, digital technology

might assist with tracking individual movements and encounters using information collected

frommobile devices. However, public health authorities’ use of digital tools capable of collecting individual information also
raises concerns about howto preserve the privacy and security of thatdata.

This report will discuss how data privacy and security (together, data protection) law applies to a public health authority’s use
of digital contact tracing tools. The report begins with a discussion of contacttracing, the role of technology in assisting with
contacttracing, and potential privacy concerns. The second section of the reportdetails key federal privacy laws —the Health
Insurance Portability and Accountability Act, the Communications Act, the Family Educational Rights and Privacy Act, the
Children’s Online Privacy Protection Act, the Privacy Act, the Electronic Communications Privacy Act, and the Federal
Trade Commission Act—and discusses whatrights and obligations these laws may createfor users and providers of digital
contacttracingtools. Next, the report reviews selected state and foreign dataprotection laws and their applicationto digital
contacttracing. The report concludes by providingan overview of dataprotectionbills introduced in the 116th Congressin
response to the COVID-19 pandemic and discussing some considerations for Congress as it weighs such legislation.
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oronavirus Disease 2019 (COVID-19) has infected millions of Americans since the

ongoing pandemic began, and the disease has caused many thousands of deaths across the

country. Government officials attempting to slow the spread of COVID-19 have
implemented a number of responses, including widespread stay-at-home orders,* travel
advisories,? and an increase in testing.® State and local public health authorities are also making
use of public health investigation techniques to ascertain how the disease has spread. One such
technique is contact tracing, a process by which public health investigators identify individuals
who have come into contact with infected persons.

Officials and technology companies have suggested that contact tracing may be accomplished
more quickly and easily with the assistance of digital tools. For example, digital technology might
assist with tracking individual movements and encounters using information collected from
mobile devices. However, public health authorities’ use of digital tools capable of collecting
individual information also raises concerns about how to preserve the privacy and security of that
data.

This report discusses how data privacy and security laws (together, data protection laws*) apply to
digital contact tracing tools used by a public health authority or its agents. In the first section, the
report discusses contact tracing and how technology has evolved to assist in this activity.® It
includes, in particular, a description of the main types of mobile contact tracing applications
(apps) that have been developed thus far—namely, “location tracking” apps and “proximity
tracking” apps.6 It then lays out some privacy concerns raised by privacy advocates and describes
the ways in which these app developers have responded to the concerns.’

In the second section, the report describes existing federal data protection laws and their
application to digital contact tracing. Rather than a single overarching federal data protection law,
the United States has a “patchwork” of various federal laws governing privacy and security
practices.® These include, for example, the Health Insurance Portability and Accountability Act,
which limits healthcare entities’ use of health information; the Communications Act, which limits
phone carriers’ use of customer data; and the Federal Trade Commission Act, which prohibits
companies from engaging in deceptive or unfair data protection practices.® This section focuses in
particular on whether these laws apply to digital contact tracing activities at all, and, to the extent
they do, the limitations they impose on the ability of public health authorities to collect and use
digital contact tracing data.

1 Jasmine C. Lee, Sarah Mervosh, Yuriria Avila, Barbara Harvey, & Alex Leeds Matthews, See How All 50 States Are
Reopening (And Closing Again), N.Y. TIMES, https://mww.nytimes.com/interactive/2020/us/states-reopen-map-
coronavirus.html (last visited Aug. 17, 2020).

2E.g., COVID-19 Travel Advisory, OH10 DEP T OF HEALTH, https://coronavirus.ohio.gov/wps/portal/gov/covid-
19/families-and-individuals/COVID-19-T ravel-Advisory/ (last visited Aug. 17,2020); COVID-19 Travel Advisory,
N.Y. DEP’TOF HEALTH, https://coronavirus.health.ny.gov/covid-19-travel-advisory (last visited Aug. 17, 2020); NJ
Travel Advisory Form, NJ.Gov, https://covid19.nj.gov/forms/njtravel (last visited Aug. 17, 2020).

3 See COVID TRACKING PROJECT, https://covidtracking.com/ (last visited Aug. 17, 2020).

4 For a further discussion of the concept of data protection, see CRS Report R45631, Data Protection Law: An
Overview, by Stephen P. Mulligan and Chris D. Linebaugh.

5 Seeinfra “Background.”

6 See infra “Digital Tools.”

7 See infra “Concernsand Issues.”

8 See infra “Federal Data Protection Laws and Digital Contact Tracing.”
°1d.
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The third section of the report discusses some state and foreign data protection laws and their
application to digital contact tracing, specifically, the California Consumer Privacy Act (CCPA),
Canada’s federal privacy laws, and the European Union’s General Data Protection Regulation
(GDPR).1% These laws are noteworthy because they apply to many American companies and also
provide a point of comparison with the patchwork of laws at the federal level. Finally, this report
concludes with an overview of the data protection bills that have been introduced in the 116th
Congress in response to the COVID-19 pandemic and discusses some considerations for
Congress as it considers proposed legislation. 1!

Background

Introduction to Contact Tracing

The term contact tracing generally refers to procedures used to identify and monitor people who
have been in contact with someone diagnosed with an infectious disease, and thus facilitate
implementing targeted control measures (such as quarantines) to prevent the broader spread of the
illness. Contact tracing is standard procedure in public health investigations, and historically
involves officials interviewing and contacting infected and potentially-exposed persons. State and
local health departments (“health departments” or “public health authorities™) traditionally
conduct contact tracing, rather than federal authorities.? However, the Centers for Disease
Control and Prevention (CDC) has published guidance for health departments conducting contact
tracing.'® For more detail on contact tracing in response to COVID-19, see CRS In Focus
IF11609, Contact Tracing for COVID-19: Domestic Policy Issues, by Kavya Sekar and Laurie A.
Harris.

Digital Tools

Manual contact tracing—which entails several iterations of interviews, exposure notification to
potentially affected individuals, and contact follow -up—may be too slow to keep pace with
COVID-19’s spread.* Consequently, technologists have been working to develop digital contact-
tracing tools to supplement traditional contact tracing activities.®

Digital contact tracing or digital exposure notification refers to the use of technology to identify
and notify individuals who may have come into contact with a person who has tested positive for
COVID-19—functions which, in traditional contact tracing, would be performed by a public

10 See infra “Selected State, Foreign, and International Data Protection Laws.”
11 See infra “Legislation” and “ Considerations for Congress.”

12 See CRS Report R43809, Preventing the Introduction and Spread of Ebola in the United States: Frequently Asked
Questions, coordinatedby Sarah A. Lister (detailing state and local roles in monitoring disease outbreaks in the context
of the Ebola virus).

13 Contact Tracing for COVID-19, CTRs. FOR DISEASE CONTROL & PREVENTION (Sept. 10,2020),
https://mmw.cdc.gov/coronavirus/2019-ncov/php/contact-tracing/contact-tracing-plan/contact-tracing.html.

14 ASS’N OF STATE & TERRITORIAL HEALTH OFFS., ISSUE GUIDE: COVID-19 CASE INVESTIGATION AND CONTACT
TRACING: CONSIDERATIONS FOR USING DIGITAL TECHNOLOGIES 4 (2020) [hereinafter AST HO], https://mww.astho.org/
AST HOReports/COVID-19-Case-Investigation-and-Contact-Tracing-Considerations-for-Using-Digital-
Technologies/07-16-20/; see also Jennifer Steinhauer & Abby Goodnough, Contact Tracing Is Failing in Many States.
Here’s Why, N.Y. TIMES (July 31, 2020), https://mmw.nytimes.com/2020/07/31/health/covid-contact-tracing-tests.html.

15 CRS In Focus IF11609, Contact Tracing for COVID-19: Domestic Policy Issues, by Kavya Sekar and Laurie A.
Harris.
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health investigator during and after interviews with infected or presumptively infected
individuals.'® Public health authorities have turned to both private and public entities to support
development of these technologies. Certain emergent digital contact tracing and exposure
notification technologies can support these functions by gathering data from mobile devices
running mobile applications (apps).

e Digital contact tracing or “location tracking” apps trace a mobile device’s
movement using location information, such as global positioning system (GPS)
or cell site location information.’

o Digital exposure notification or “proximity tracking” apps receive and transmit
device identifiers using Bluetooth technology when two devices with the app
remain in close proximity to each other for a specific amount of time. 8

Both of these app types use the data they collect to determine whether app users have come into
contact with other app users, though proximity tracking apps do so without using any location
information.!® Examples of location tracking apps include Rhode Island’s CRUSH COVID RI
app and apps based on MIT’s Safe Paths app.2° Proximity tracking apps include those built on
Google and Apple’s exposure notification system, such as Virginia’s COVIDWISE app.?!
Appendix A includes a current list of state apps. For more information on the technical
development and implementation of digital contact-tracing tools, see CRS In Focus IF11559,
Digital Contact Tracing Technology: Overview and Considerations for Implementation, by
Patricia Moloney Figliola.

Concerns andIssues

Digital contact-tracing tools have the potential to collect information capable of identifying
individuals. Indeed, for proximity or location tracking apps to function, the apps must be able to
associate an individual’s positive COVID-19 diagnosis with that individual’s unique identifiers or
location history. Privacy advocates have therefore expressed concern about the privacy and
security of any information collected by digital contact-tracing tools.?? The implementation of
these tools raises two types of privacy risks: unwanted access to information by government

16 ASTHO, supra note 14, at 6; see JOSEPH ALIETAL., DIGITAL CONTACT T RACING FOR PANDEMIC RESPONSE 3-4
(Jeffrey P. Kahn ed., 2020), https://muse.jhu.edu/book/75831/pdf.

17 See Patrick Howell O’Neill et al., COVID Tracing Tracker, MIT TECH. REV. (May 7, 2020),
https://mmw.technologyreview.com/2020/05/07/1000961/launching-mittr-covid-tracing-tracker/.

18 d.
191d. For readability, thisreport will refer to both app types as “digital contact tracing” throughout.

20 CRUSH COVID RI, R.I. DEP’TOF HEALTH, https:/health.ri.gov/covid/crush/ (last visited Sept. 22, 2020); Private
Kit: Safe Paths; Privacy-By-Design, MIT .EDU, https://safepaths.mit.edu (last visited Sept. 22, 2020); see also The
PathCheck GPS+ Solution, PATHCHECK FOUND., https://pathcheck.org/en/technology/gps-digital-contact-tracing-
solution (last visited Sept. 22,2020).

2! privacy-Preserving Contact Tracing, APPLE, https:/Amww.apple.com/covidl9/contacttracing (last visited Sept. 22,
2020); see Sarah McCammon, Virginia Unveils App to Aid Contact Tracing, NPR (Aug 5, 2020),
https://mmw.npr.org/sections/coronavirus-live-updates/2020/08/05/899414953 /virginia-unveils-app-to-aid-contact-
tracing.

22 See, e.g., DANIEL KAHN GILLMOR, ACLU, PRINCIPLES FOR TECHNOLOGY-ASSISTED CONTACT TRACING (2020),
https://mwww.aclu.org/sites/default/files/field_document/aclu_white_paper_-_contact_tracing_principles.pdf (asserting
that digital contact tracingtools may cause “significant risks to privacy, civil rights, and civil liberties”); Mark Zastrow,
South Korea Is Reporting Intimate Details of COVID-19 Cases: Has It Helped? NATURE (Mar. 18, 2020),
https://mmw.nature.com/articles/d41586-020-00740-y (noting that South Korea’s extensive data collection “has raised
privacy concerns” by allowing infected people to be identified).
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actors, such as law enforcement,?® and unwanted access to information by private actors, such as
third-party advertisers.?4 Even if public health authorities do not voluntarily share identifiable
information with third parties, digital contact-tracing tools may be susceptible to security
breaches or misuse, with the risks of these harms increasing as apps collect more information. 2°

Technologists have responded to these risks by attempting to build privacy protections into digital
contact-tracing tools.?® Many of these built-in protections implement recommendations made by
privacy advocates, such as storing data locally and using identifiers that change at regular
intervals.?” Privacy advocates have responded more positively to proximity tracking apps, which
are generally seen as less intrusive than location tracking apps because they record only that two
devices have been in proximity to each other at some point, rather than the geographical location
of a specific device at a particular time.?®

Federal Data Protection Laws and Digital Contact
Tracing

In contrast to the European Union—which, as discussed later, has a comprehensive privacy law—
the United States has a patchwork of federal laws that govern data protection practices.?® Many of
these laws are discussed in detail in CRS Report R45631, Data Protection Law: An Overview.
Consequently, rather than providing a complete overview of federal data protection law, this
section surveys those federal laws most relevant to digital contact tracing. This section begins
with a discussion of the Health Insurance Portability and Accountability Act’s (HIPAA) data
protection requirements, which are the main federal rules governing the privacy and security of

2 E.g., MatthewGuariglia, The Dangers of COVID-19 Surveillance Proposalsto the Future of Protest, ELEC.
FRONTIER FOUND. (Apr. 29, 2020), https://mmw.eff.org/deeplinks/2020/04/some-covid-19-surveillance-proposals-
could-harm-free-speech-after-covid-19 (warning of the danger of “surveillance creep”); Mike Giglio, Would You
Sacrifice Your Privacy to Get out of Quarantine? ATLANTIC (Apr. 22, 2020), https://www.theatlantic.com/
politics/archive/2020/04/coronavirus-pandemic-privacy-civil-liberties-911/609172/ (same). T hisrisk is largely outside
the scope of thisreport, and some risk of unwanted law enforcement access may be mitigated by the protections of the
Fourth Amendment. For more information on the potential application of Fourth Amendment protectionsto digital
contact tracing, see CRS Legal Sidebar LSB10449, COVID-19, Digital Surveillance, and Privacy: Fourth Amendment
Considerations, by Michael A. Foster.

2 E.g., Stephen Groves, Tech Privacy Firm Warns Contact Tracing App Violates Policy, ASSOCIATED PRESS (May 22,
2020), https://apnews.com/03f2756664184cf1789c9b970beb7111 (reportingthat an app used by North Dakota and
South Dakota shared user information with third parties).

% E.g., Natasha Singer, Virus-Tracing AppsAre Rife with Problems. Governments Are Rushing to Fix Them, N.Y.
TIMES (July 8, 2020), https://mww.nytimes.com/2020/07/08/technology/virus-tracing-apps-privacy.html (detailing
security flaws in contact tracingapps); Joint Statement on Contact Tracing for Norway, MEDIUM (May 19, 2020),
https://medium.com/@jointstatementnorway/joint-statement-on-contact-tracing-for-norway-331ee49fc6f6 (averring
that the amount of information collected by Norway’s contact tracing app could allow “bad actor[s]” to spy on
Norwegian citizens).

26 see Privacy-Preserving Contact Tracing, APPLE, https://mmw.apple.com/covidl9/contacttracing (last visited Sept.
22,2020) (detailingthe properties of the Apple-Google framework that protect individuals’ privacy).

27 Compare id. with KAHN GILLMOR, supra note 22, at 6 (setting forth recommendations for contact tracingtools).

8 E g., Geoffrey A. Fowler, I Downloaded America’s First Coronavirus Exposure App. You Should Too, WASH. POST
(Aug 18, 2020), https://mvw.washingtonpost.com/technology/2020/08/17/coronavirus-exposure-notification-app/;
ACLU Commenton Apple/Google COVID-19 Contact Tracing Effort, ACLU (Apr. 10, 2020),
https://mmw.aclu.org/press-releases/aclu-comment-applegoogle-covid-19-contact-tracing-effort.

2 For further discussion of the concept of data protection, see CRS Report R45631, Data Protection Law: An
Overview, by Stephen P. Mulligan and Chris D. Linebaugh.
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health information stored or collected by healthcare entities. 30 It then surveys other federal laws
that may apply to contact tracing, starting with those more targeted in scope and concluding with
more broadly applicable laws.

The Health Insurance Portability and Accountability Act (HIPAA)

Pursuant to its authority under the Health Insurance Portability and Accountability Act
(HIPAA),3! the Department of Health and Human Services (HHS) has enacted data protection
regulations known as the Privacy, Security, and Breach Notification Rules, which this report will
collectively call the HIPAA Data Protection Rules.®? The HIPAA Data Protection Rules are the
primary federal data protection provisions regulating personal health information.33 This section
first provides an overview of the HIPAA Data Protection Rules’ requirements and then analyzes
how these requirements apply to digital contact tracing.

Overview of the HIPA A Data Protection Rules

Covered Entities and Business Associates

The HIPAA Data Protection Rules regulate the use, disclosure, and security of protected health
information (PHI) by covered entities and their business associates.3* Covered entities include
health plans, health care clearinghouses, and health care providers who transmit electronic
health information in connection with a HIPAA-covered transaction (such as billing).3° A health
plan is an “individual or group plan that provides, or pays the cost of, medical care.”3® This
includes health insurance companies, health maintenance organizations, and government
programs—such as Medicaid and Medicare—that pay for health care.3” Health care
clearinghouses are entities that process health information from a nonstandard format into a
standard format, or vice versa.?® Lastly, health care providers include providers of services
covered by Sections 1861(u) or 1861(s) of the Social Security Act (which includes, among other
things, physicians’ services, hospital services, physical therapy services, and skilled nursing
facility services) or any person who otherwise “furnishes, bills, or is paid for health care in the
normal course of business.”’? Health care is “care, services, or supplies related to the health of an

3042 U.S.C. §1320d-2;45 C.F.R. pt. 164,

3142 U.S.C. §13200d-2.

32 45 C.F.R. pt. 164; see also CTRS. FOR MEDICARE & MEDICAID SERVS., HIP AA BASICS FOR PROVIDERS: PRIVACY,
SECURITY, AND BREACH NOTIFICATION RULES (Sept. 2018), https://mmw.cms.gov/outreach-and-education/medicare-
learning-network-min/minproducts/downloads/hipaaprivacyandsecuritytextonly.pdf.

33 Inre Mitchell, No. 18-40736,2019 WL 1054715, at *5 (Bankr. D. Idaho Mar. 5,2019) (“HIP AA isthe primary
federal law passed to ensure an individual’s right to privacy over his or her medical records . .. .”).

3445C.F.R. § 164.104.

3% |d. § 160.103. HIPAA-covered transactions include transactions related to payments and remittance advice, claims
status, eligibility, coordination of benefits, claimsand encounter information, enrollment and disenrollment, referrals
and authorizations, and premium payment. Transactions Overview, CTRS. FOR MEDICARE & MEDICAID SERVS.,
https://mmw.cms.gov/Regulations-and-Guidance/Administrative-Simplification/T ransactions/T ransactionsOverview
(last visited Sept. 22, 2020).

% 45C.F.R. § 160.103.

37 Covered Entities and Business Associates, U.S. DEP’TOF HEALTH & HUMAN SERVS., https://mwvw.hhs.gov/hipaa/for-
professionals/covered-entities/index.html (last visited Sept. 22, 2020).

% 45C.F.R. § 160.103.

% 1d.;42 U.S.C. § 1395x(u), (3).
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individual.”*9 A business associate is one who, among other actions, “creates, receives, maintains,
or transmits protected health information” on behalf of a covered entity for an activity regulated
under HIPAA generally (not simply the Data Protection Rules), such as claims processing, data
analysis, processing or administration, utilization review, quality assurance, billing, benefit
management, practice management, and repricing.4!

The HIPAA Data Protection Rules recognize that entities may engage in conduct that makes them
covered entities (covered functions), while, at the same time, performing other functions that do
not render them covered entities. For instance, institutions of higher learning may, in addition to
providing education, run a health clinic that provides healthcare for students.*? Such an entity
may become a “hybrid entity”” by complying with organizational requirements that include
designating a specific component of its organization as the “health care component.”3 In such
situations, only the designated health care component of a hybrid entity is required to comply
with the HIPAA Data Protection Rules.*4

Substantive Requirements

The HIPAA Data Protection Rules’ substantive requirements govern covered entities’ treatment of
PHI. PHI includes information that (1) “identifies,” or can reasonably “be used to identify,” an
individual; (2) is “created or received by a health care provider, health plan, employer, or health
care clearinghouse”; (3) relates to an individual’s past, present, or future physical or mental
health, health care provision, or payment for the provision of health care; and (4) is transmitted by
or maintained in electronic or any other form or medium.*®

The HIPAA Data Protection Rules address, among other things, covered entities’: (1) use or
sharing of PHI, (2) safeguards for securing PHI, and (3) notification of consumers following a
breach of PHI records. On the first issue, HIPAA’s Data Protection Rules prohibit covered
entities from using PHI or sharing it with third parties without valid patient authorization, unless
the use is for purposes of treatment, payment, or “health care operations,” or falls within a
specific statutory exception.*® One such exception, which is particularly relevant to contact
tracing allows covered entities to use or disclose PHI—without individual patient authorization or
the opportunity for the patient to agree or object—to “a public health authority” that is legally
authorized to collect the information “for the purpose of preventing or controlling disease, injury,
or disability,” including “the conduct of public health surveillance.”” A “public health authority”

40 45C.F.R. § 160.103.
44,

42 Can A Postsecondary Institution Be A “hybrid entity” under the HIPAA Privacy Rule? U.S. DEP’TOF HEALTH &
HUMAN SERVS. (Nov. 25, 2008), https://mwmw.hhs.gov/hipaa/for-professionals/fag/522/can-a-postsecondary-institution-
be-a-hybrid-entity-under-hipaa/index.html.

431d.;45 C.F.R. §§ 164.103,164.105.

445 C.F.R. § 164.105(a)(1).

41d. §160.103.

6 |d. 8§ 164.506—512. “Health care operations” are defined as including a number of activities, such as: (1)
“[c]onducting quality assessment and improvement activities”; (2) evaluating healthcare professionals and health plan
performance; (3) underwriting and “other activities relatedto the creation, renewal, or replacement” of health insurance
or health benefits contracts; (4) “conducting or arranging for medical review, legal services, and auditing functions,
including fraud and abuse detection andcompliance programs”; (5) business planning and development, such as
“conducting cost-management and planning-related analyses related to managing and operatingthe entity”; and (6)
“business management and general administrative activities of the entity.” Id. §164.501.

471d. §164.512(b).
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includes any agency or authority of the “United States, a State, a territory, a political subdivision
of a State or territory, or an Indian tribe,” that is “responsible for public health matters as part of
its official mandate,” as well as “a person or entity acting under a grant of authority from or
contract with” such an agency.*® This definition encompasses the CDC as well as state and local
public health departments, among others.*® With respect to data security, covered entities must
maintain various administrative, physical, and technical safeguards to protect against threats or
hazards to the security of PHI.50 Lastly, under the data breach notification requirements, covered
entities must, among other things, notify affected individuals within 60 calendar days after
discovering a breach of “unsecured” PHI.5!

Enforcement

Violations of the HIPAA Data Protection Rules can lead to civil or criminal enforcement. The
HHS Office of Civil Rights is responsible for investigating and enforcing civil violations of
HIPAA’s requirements and may impose monetary penalties, which vary depending on the
violator’s culpability.5? The U.S. Department of Justice has criminal enforcement authority under
HIPAA and may seek fines or imprisonment against a person who “knowingly” obtains or
discloses “individually identifiable health information” (as defined below) or “uses or causes to
be used a unique health identifier” in violation of HIPAA’s requirements.>3

The HIPA A Data Protection Rules and Digital Contact Tracing

As noted, the HIPAA Data Protection Rules do not apply to all health-related data. Only PHI held
by covered entities and their business associates is subject to the Rules’ requirements. Thus, the
extent to which the Rules apply to digital-contact tracing applications depends on whether the
parties developing the apps and processing app information fall within the definitions of covered
entities or business associates and whether the app uses PHI.

48 1d. §164.501.

49 Disclosures for Public Health Activities, U.S. DEP’TOF HEALTH & HUMAN SERVS., https:/Aww.hhs.gov/hipaa/for-
professionals/privacy/guidance/disclosures-public-health-activities/index.html (last visited Sept. 22, 2020).

50 45 C.F.R. §§ 164.302-318.

51|d. 88 164.400—414. Unsecured PHI is defined as PHI that is “not rendered unusable, unreadable, or indecipherable
to unauthorized persons through the use of a technology or methodology specified by the Secretary. .. .” Id. § 164.402.
HIPAA regulations define a “breach” as the “acquisition, access, use, or disclosure of protectedhealth information in a
manner not permitted under [HIP AA’s privacy regulations] which compromises the security or privacy of the protected
health information.” Id. T his definition contains several exclusions, including where the covered entity hasa “good
faith belief that an unauthorized person to whom the disclosure was made would not reasonably have been able to
retain such information.” Id.

5242 U.S.C. §1320d-5;45 C.F.R. § 160.404. The amounts range from $100 per violation (with a total maximum of
$25,000 per year for identical violations) up to $50,000 per violation (with a total maximum of $1,500,000 per year for
identical violations). 45 C.F.R. 8 160.404(b). T he low-end of the penalty spectrum applies when the offender “did not
know and, by exercising reasonable diligence, would not have known” of the violation, and the high -end of the penalty
spectrum applies when “it is established that the violationwas due to willful neglect and was not correctedduring the
30-day period beginning on the first date the coveredentity or business associate liable for the penalty knew, or by
exercising reasonable diligence, would have known that the violationoccurred.” Id.

5342 U.S.C. §1320d-6. See also Enforcement Process, U.S. DEP’TOF HEALTH & HUMAN SERVS. (June 7, 2017),

https://immw.hhs.gov/hipaa/for-professionals/compliance-enforcement/enforcement-process/index.html (“OCR also
works in conjunction with the Department of Justice (DOJ) to refer possible violations of HIPAA.”).

Congressional Research Senice 7



Digital Contact Tracing and Data Protection Law

Are public health authorities or app developers Covered Entities or Business
Associates?

Because state and local public health authorities are the primary users of data collected through
contact tracing, a critical threshold issue is whether they are covered entities subject to the HIPAA
Data Protection Rules. This issue is complicated by the fact that a public health authority may
perform various functions within one agency. For example, a public health authority may provide
clinical care (e.g., diagnostic testing), and thus qualify as a health care provider subject to
HIPAA’s requirements. The same agency might also engage in community-wide or state-wide
disease control activities, such as contact tracing, that do not appear to be among the functions by
which HIPAA defines covered entities.

A health department that engages in both health care activities and disease control functions may
choose to operate as a hybrid entity. In so doing, state and local health departments may limit
their obligations under the HIPAA Data Protection Rules solely to their performance of discrete
covered healthcare functions. Any information the hybrid entity obtains for use in disease control
activities such as contact tracing would not be subject to the Rules’ protections.>* Moreover,
under the public health authority exception, PHI received by the public health authority from a
covered entity, such as a healthcare provider, would not be subject to the HIPAA Data Protection
Rules.>®

Third-party software developers are not generally covered entities subject to the HIPAA Data
Protection Rules. Moreover, a third-party software developer that creates, maintains, or
administers an app used in a public health authority’s contact tracing operations would not qualify
as a business associate subject to the HIPAA Data Protection Rules if the public health authority
is not a covered entity when performing its disease control functions. This is because, as
explained above, HIPAA defines a business associate as one who “creates, receives, maintains, or
transmits protected health information” on behalf of a covered entity.>®

Do contact-tracing apps use PHI?

Even if an entity is a covered entity or a business associate under HIPAA, the HIPAA Data
Protection Rules only apply to PHI. To be sure, contact-tracing apps rely on health-related
information (e.g., mformation that shows whether individuals have been diagnosed with, or
exposed to, COVID-19). Thus, whether HIPAA Data Protection Rules apply to entities involved
in developing and operating a contact-tracing app would largely depend on whether the
information used for digital contact tracing is individually identifiable.

HIPAA deems health information not identifiable if the covered entity takes either of two steps.5’
One option is that the covered entity can de-identify the information by ensuring that eighteen
specific types of identifiers have been removed (including, for example, “[a]ll geographic
subdivisions smaller than a State,” “[t]elephone numbers,” and “[d]evice identifiers”).58
Alternatively, the covered entity may obtain doc